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Introduction

To build a small switched network to practice VLAN segmentation and trunking. Two
multilayer switches host 4 PCs each. Hosts are split into VLAN2 and VLANS; the
inter-switch link carries both VLANS via trunk.
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Objective
e Create VLANs and assign access ports.
e Configure an 802.1Q trunk between switches.
e \erify same-VLAN connectivity across switches.

e Verify different-VLAN isolation.

Theoretical Background

e VLANS create separate Layer-2 broadcast domains on the same physical switch. Ports in

different VLANs don’t communicate without Layer-3 routing.
e Trunk tags frames so multiple VLANs can traverse one physical link between switches.

e Switch Virtual Interface gives a VLAN a Layer-3 address on the switch for

management/gateway.



Testing Results & Analysis

verify connectivity among all Hosts
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display the existent VLans to show the default VLan 1 with all Ports assigned to it.

Switch=enabkle

Switch#show wlan

VLAN HName Status Borts

1 default actiwve Faldsl, Fal/2, Fal/3, Fal/s4
FalO/5, Fals€, Fald/7, Fal/%
Falys%, Fad/s10, Fal/11, Fal/12
Fal0/13, FaO/14, Fal/l5, Fal/ls
Fa0/17, Fad/1l8, Fal/l%, Fal/20
Fal0/21, Fal/22, Fal /23, Fal/s24
Gigdsl, Gigds2

1002 fddi-default active

10032 token-ring-default active

1004 fddinet-default active

1005 trnet—-default active

VLAEN Type SRID MTT Parent Ringlo Bridgelo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - a a

1002 £dd4i 101002 1500 - - - - - a a

1003 tr 101003 1500 - - - - - a a

1004 fdnet 101004 1500 - - - ieee - a a

1005 trnet 1010405 1500 - - - ibm - a a

——More——




Fa0/1 and 2 removed

VLAN MName Status Ports

1 default actiwve Fad/s3, Falsf4, Fals5, Fal/fe
Fady/7, Falsf2, Fadys%, Fal/1l0
Fad/11, Fal/lZ, Fal0/ /13, FalOs14
Fal/15, Fal/le, Fal/17, Fal/sfl®
Fad/1%, Fal/s20, FalO/21, Fals22
Fals23, Fald/24, Gigdsl, =igds2

2 VLANZ actiwve Fald/sl, Faldsf2
1002 fddi-default actiwve

1003 token-ring-default actiwve

1004 fddimet—-default actiwve

1005 trnet—-default actiwve

Switchg

£5¥5-5-CONFI&z _I: Configured from console by console

Create VLAN3 on Switch1 to include HOST3 and HOST4 on ports F0/3 and F0/4 respectively

VLAN Name Status Borts

1 default actiwve Fal/s5, Falfc, Fal/s7, Fal/Ss
Fals9, Faly/ld, Faldy/1ll, Fad/12
Fad/s1l2, FaO/s1l4, Fald/sl5, Fad/Slc
Fals17, Fal/fls, Fad/ls, Fad/s20
Fals21, Fals22, Fals23, Fad/24
Figlsl, Gigl/2

2 VLAMZ actiwve Fal/1l, Fal/2
3 VLAM3 actiwve Falys3, Fald/s4
1002 fddi-default actiwve

1003 token-ring-default actiwve

1004 fddinmet-default actiwve

1005 trnet-default actiwve

Switchi

SLINEPROTO-5-UPDOWN : Line protocol on Interface Vlanl, changed state to down

FO0/1 and F0/2 have been removed from Vlan 1 and assigned to Vlan 2

VLAN Name Status Ports

1 default actiwve Fad/s5, FalO/fc, Fal/s7, Falsg
Fal/%, Fal/10, Fad/11, Fal/s12
FaO/s132, Fals/14, Fal/s1l5, Fal/sle
FaO/s17, Fals1l8, Fal/s/1l%, Fal/s20
Fal/s/21, Falys22, Fal/S23, Fal/s24
Figlys1l, Giglds2

2 VLANZ active Fal/1, Fald/2
3 VLAN3 active Fal/3, Fal/4
1002 fddi-default actiwve
1003 token-ring-default actiwve
1004 fddinet—default actiwve
1005 trnet-default actiwve

Switchg




Pc1 and 2 are reachable. Pc1 and 3 are unreachable.
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Create VLAN3 on Switch2 to include HOST3 and HOST4 on ports F0/3 and F0/4 respectively

Switchgishow wvlan brief

VLAN Hams Status Forts

1 default actiwve Fal/s5, False, Fal/s7, Fald/S/E
Fads5%, Fad/sl0, Fals11, Fad/12
Fals1l3, Fad/S1l4, Faldsfls5, Fal/flec
Fals17, Fad/slas, Fadsls, Fad/s20
Faly/21, Fad/s22, Falyf23, Fad/s24
Figd/s1l, Eigld/s2

2 VLANZ actiwve Faly/l, Fal/2
3 VLAM3Z active Faly/s3, Fal/4
1002 fddi-default actiwve

1003 token-ring-default active

1004 fddinet-default active

1005 trnet—default actiwve

Switchg




configure encapsulation on the Gi0/1 port of both Switch.

2257 packets output, 263570 bytes, U underruns

Switchfshow int trunk
Bort Hode ncapsulation Status

FZigl/s1 on 2.1g trunking

Port Vlans allowed on trunk
Zigls1 1-1005

Fort Vlans allowed and active in management domain
Gigl/s1 2,:

Port
Figl/s1l

Switch#

show vlan: trunk port has been removed from VLAN1

Switchi
Switchishow wvlan

VLAN Name Status Forts

1 default active Fal/s5, Falsfe, Falds/7, Fal/ss
Fals%, FalOs1l0, Fad/s1ll, Fad/sl2
Fal/13, FaO/1l4, FalO/l5, Fal/ltc
Fals17, FaOs1l8, FalOsl5, Fals20
FaOs21, FalO/22, Fal0s23, Fal/s24

zigl/s2
2 VLENZ active Falsl, Fals2
3 VLAN3 active Fal/3, Fals4
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default actiwve
1005 tronet-default active
VLAN Type SAID MTT Parent Ringlo Bridgelo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - -

a a
2 enet 100002 1500 - - - - - 8] a
3 enet 100003 1500 - - - - - u] a
1002 f£ddi 101002 1500 - - - - - a a

= I




Testing in VLAN2
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Conclusions

e VLAN segmentation worked as designed: hosts in the same VLAN communicate locally and
across the trunk; hosts in different VLANSs are isolated.

e The trunk on Gi0/1 successfully carried VLANs 2 and 3 between switches.
e Optional SVI allowed management/gateway pings without enabling inter-VLAN routing.

e Replies within the same VLAN confirm correct access-port assignment and a working trunk.
Timeouts between VLAN2 and VLAN3 confirm Layer-2 isolation with no L3 routing.

Reflection

This project reinforced the difference between Layer-2 segmentation and Layer-3 routing.

Next step would be enabling inter-VLAN routing to allow controlled communication between
VLANS.
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